Various services such as IPTV, VoIP, multimedia over IP, on-line payment, on-line game, etc. were made possible due to the rapid advance of the network. In order to provide secure and seamless services over the network, the Internet service providers are performing continuous network monitoring using NMS. The main function of NMS is to perform a diagnosis to identify the potential causes of failure from event messages. In this paper, a simulation tool, named as NetDoctor, is presented which is capable of identifying and diagnosing the potential problems in the virtual network, before the network model is constructed. In NetDoctor, a series of various and artificial failure is imposed on the virtual network, and it was analyzed if NetDoctor could identify the problems. The experimental results on virtual network show that the developed tool is very effective in identifying and diagnosing the problems. The presented simulation tool can be used in the design of robust network.
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